W UNIVERSITY
of Pri Edward

Q ISTAND

Safeqguarding your Research

‘3



UNIVERSITY
% e

Table of Contents
TR 2 COUISES ..........ccooeoeeeeeeeeee ettt e e e e e e ettt e e e e e e et e e e et b e e e e e eeeeeesaesaaannns
Login Options to Access the COUISES...............cccuuuuemmeeeeiiiiieeeeeeeeeeeeiiieeeeeeeeeeaaaans
LOGIN ViA GCK@Y ...........ccoeeeeeeeeeeeeiieee ettt e e e et e e e e aaa e e e e e aaan e e e aeaaa s
ENroll in the COUFSE...................uuuuiieeiiiiiieeceeee e eeeeeeee e e e e e e e e e e e e e e eeeeaaans




The 2 courses

Introduction to Research Security and Cyber Security for Researchers are
available in English and French

Safeguarding Your Research

Course categories: | Safeguarding Your Research# | Go |

Search courses ‘ Gn‘ ©

Introduction to Research Security - Cyber Security for Researchers - Cybersécurité pour les chercheurs - Introduction a la sécurité de larecherche %

@ Learnmore © Learn more Learn more O Learnmore

ENGLISH FRENCH

Login Options to access the courses

I * Government  Gouvernement
of Canada du Canada

Choose your secure login provider

To access this service, you must sign-in or create an
account using one of the following options:

ISED employee GCKey Verified.Me

About GCKey > About Verified.Me >
The Government of Canada never shares your persona or the services you use.
© Need help? @ Give us your fi ck

CLICK ON ANY OF YOUR PREFERRED OPTION.
IN THIS GUIDE, WE WILL PROCEED USING GCKey



Login via GCKey

Step (1)

Click on “Sign Up”.
If you already have an account, you can simply enter your credentials and Sign in. Skip the steps
below and proceed to “Enroll in the course”.

Welcome to GCKey

Sign In Simple Secure Access

Username: (required) A simple way to securely access

Government of Canada online services.
Username

One username
Password: (required) One password

Password
Sign Up
FEargot your password?
i Your GCKey can be used to access multiple
CEErAl ] Government of Canada online Enabled

Services

Please select Exit to leave the GCKey service and return to the Government of Canada online service.

Exit

Step (2)

e Read the Terms and Conditions of Use
e Click on “l accept” or “I decline” as per your choice

Terms and Conditions Username

Terms and Conditions of Use

In return for the Government of Canada providing you with a GCKey, you agree to abide by the following
Terms and Cenditions of Use:

= You understand and accept that you are at all times responsible for your GCKey Username,
Password and Recovery Questions, Answers and Hints. If you suspect that others have obtained
them, you are responsible for revoking your GCKey and obtaining a new one with a new Username
and Password

You understand and accept that the Government of Canada can revoke your GCKey for security or
administrative reasons.

You understand and accept that the Government of Canada disclaims all liability (except in cases of
gross negligence or willful misconduct) in relation to the use of, delivery of or reliance upon the
GCKey service. More details can be found in our Disclaimers.

By selecting the | accept button, you are accepting the GCKey Terms and Conditions as stated above.
You can choose to not sign up for a GCKey by selecting | decline fo end this process

| accept | decline
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Step (3)

e If you accepted the terms and conditions, you could now create your username by respecting
the Username Checklist/guideline:
o 8-16 Characters
o No Special Character(s)
o No more than 7 digits
e C(Click on “Continue”

Terms and Conditions Username

Create Your Username

Your Username must contain between eight and sixteen characters, no special characters (for example

Privac
%, #, @) and may contain up to seven digits. When creating your Username, we recommend that you: y
= make your Username easy for you to remember and hard for others to guess; Please keep your Username secure. For
« avoid using personal information such as your name, Social Insurance Number (SIN), mailing more information on how your privacy is
address or email address; protected, please refer to our Personal
« always keep your Username secure and do not share it with anyone Information Collection Statement.
Create Your Username: (required) Username Checklist

e 8-16 Characters
@ No Special Character(s)

Please select Continue to proceed or click Cancel to end the Sign Up process
’ IO * No more than 7 digits

Step (4)

e You can now enter your password by respecting the Password Checklist/Guideline
e You must enter the same password twice and then click on “Continue”

Terms and Conditions Username Password Que

Create Your Password

Your Password must be between eight and sixteen characters, contain at least one upper case letter, one
lower case letter and one digit, and must not contain 3 or more consecutive characters from your
Username

Privacy

Please keep your Password secure. For mare

e o e s \AKE SURE
Collection Statement. YOU MA TCH
Password Checklist ALL THE

816 Characters CRITERIAS!

Does not contain 3 consecutive
Clear All Cancel characters from Username
Valid characters
Lower case letter(s)
Upper case letter(s)
Digit(s)
Passwords maich

Confirm Your Password: (required)

Please select Continue to proceed or click Cancel to end the Sign Up process
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Step (5)

e You must now select a Recovery Question, enter its answer

e You must also enter the answer for your Memorable Person and Date with some hints which
can be help you remember the answer in the future, but the hints are not mandatory

e Remember to follow the Answer guideline
e C(Click on “Continue”

Terms and Conditions Usermname Password

Questions and Answers

Create Your Recovery Questions, Answers and Hints

Your Recovery Question, Answers and Hints are used to help you if you forget your Password. Please
complete all the required fields below to continue the Sign Up process.

Select a Recovery Question: (required)
Please select a question v
My Recovery Answer: (required)
My Memorable Person: (required)
My Memorable Person Hint
My Memorable Date (YYYY-MM-DD): {required)

My Memorable Date Hint

Please select Continue to proceed or click Cancel to end the Sign Up process

Step (6)

o Nearly done! Click on “Continue”

GCKey Sign Up Complete

Privacy

Please keep your Recovery Question,
Answers and Hints secure. For more
information on how your privacy is protected
please refer fo our Personal Information
Collection Statement

o

Your answers must contain at least three
characters and contain no special characters
(for example: %, #, @) Your hints must
contain at least three characters and may
contain letters, numbers and the following
punctuation characters: apostrophe ()

conms s seroa st wston  (JAKE SURE
YOU MATCH
ALL THE
CRITERIAS!

‘You have successfully created your GCKey
Your Username is

Please select Continue to leave the GCKey service and return to the Government of Canada online

service.
Continue

Privacy

Please keep your Username secure. For
more information on how your privacy is
protected, please refer to our Personal
Information Collection Statement.
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Step (7)

e Enter the information in the required fields and your Mobile Number if you wish
e Click on “Continue”

Complete your ISED Account

Please verify your account to provide more details, update settings
and see the services you are registered for.

These 3 are * First name (required)

required to * Family name (required)
complete your * Email (required)
ISED Account! Mobile number

Continue Cancel

1 already have an ISED account, why do I need to enter this information?

Step (8)

Francais

I * I Government  Gouvernement
of Canada du Canada

Complete your ISED Account

© Verify your email

An email to verify and complete your My ISED Account was
sent to; M Tl Tl

Please leave this browser session open unti
your account has been verified.
Haven't received an email? Resend the email

Already verified the email address in a different browser? Continue >

Date modified: 2021-06-08

o Verify your email by clicking on “Create a My ISED Account”

e You may need to check in spam or any other section if you do not see the email directly in your
main inbox

e You may need to click on “Resend the email” or “Continue” as suitable

e ALLSETNOW!
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Enroll in the course

It has been recommended to complete the course “Introduction to Research Security”
first and then proceed with “Cyber Security for Researchers”.

Step (1)

Introduction to Research Security

Enrolment options

2 Introduction to Research Security

~Self enrolment (Student)

No enrolment key rghjuired. CLICK ON
“Enrol me”

Step (2) You can view your

courses here

#Home iiCoursecatalogue v @ Dashboard 7 Mycourses v  ?Help A GREEN SUCCESS
Home > My courses MESSAGE WILL POP
) . UP IF YOU HAVE BEEN
Introduction to Research Security SUCCESSFULLY
You are enrolled in the course. o X ENROLLED

Your progress @
Course

Introduction to Research Security.

INTRODUCTION TO RESEARCH SECURITY

Canada’s world-leading research is generated through open and collaborative processes that benefit all Canadians. As
aresult of its excellence, Canadian research and innovation can be targeted by those who will go to any means to
access, steal, and benefit from this research. This course will focus on introducing learners to why research security

matters and some core competencies that will help them further understand why researchers and their work benefit
from an enhanced understanding of research security.

It is recommended that users beain with this course. before advancina to Cvber Securitv for Researchers.
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Step (3)

You can complete the course! And do the same for the Cyber Security for
Researchers once Introduction to Research Security is done.

It is recommended that users begin with this course, before advancing to Cyber Security for Researchers.

While a certificate is offered within the course, the official certificate of completion is on this page.

]1"[ Introduction to Research Security 8]
Introduction to Research Security Certificate of Completion
Not available unless: The activity Introduction to Research Security is marked complete
4 Research Security and You
Not available unless: The activity Introduction to Research Security is marked complete
Introduction to Research Security Survey
Not available unless: The activity Introduction to Research Security is marked complete

Thank you for completing the course. Would you like to answer a quick six question survey to help improve our

future learning activities?

PROTECT YOUR RESEARCH!
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